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. Knowledge representation of an execution error
recovery module for shop floor control
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ABSTRACT

In manufacturing systems, error recovery is typically treated as an individual activity,
ignoring the integration with other activities required for the - control system. A
representation scheme of error recovery knowledge is required to integrate the control
software and error recovery techniques. A methodology for knowledge representation of the
error recovery module for shop floor control is presented. The primary objective of the
methodology is to establish the eritical link between the error recovery module and control
: software. This link is obtained by ¢reating a close connection with the execution medule for
ji the error recovery module which is a part of the control software. The methodology
proposed is inherenily generic and the representation schem covers different levels in a
hierarchical manufacturing system. (This paper presents part of work discussed in [Wu &
Joshi, 1993]).

Introduction

The current trend in manufacturing is to develop flexible systems capable of
. accommodating errors which are defined as the “"inconsistency that makes the
expected results of preplanned actions incomplete”. One required characteristic
of robust and flexible manufacturing is an error recovery strategy to recover from
errors and resume preplanned actions. The development of an error recovery
module has been examined in different ways: on-line or off-line, human
intervention or automatic, and different degrees of combination among them.
Basic guidelines- for the development of the error recovery module include
operator control, redundant components, program enhancement, and automatic
recovery. Reflecting these guidelines for creating an error recovery module,

different error recovery techniques have been developed for specific purposes.
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Depending on the applica;[ion'and the complexity of system involved,

different error recovery techniques can be utilized in the error recovery module.

This module should provide error detection, identification, and diagnosis

required to perform error recovery. In particular, in terms of control software,
this module should be a part of the shop floor comtrol system (SFCS).
' Unfortunately, error recovery is typida_ﬂy handled as an individual activity. Error
recovery techniques which have been developed are hardly integrated with
control software generation. The lack of integration causes additional effort in
transforming recovery techniques into executable recovery procedurés for use in

a control software.

To integrate the error recovery module with control software, the

devélopment of the methodology entails the following problems:

@ a structure for the error recovery module rcgar.ding control software,

® a knowledge representation scheme and reasoning that is suitable for

building recovery knowledge,

@ a process of generating recovery procedures in an incremental manner.

Review of relevant work

Error recovery techniques have been broadly developed in different.

manufactoring domains such as robotics, machining, assembly, andr general
manufacturing systems. To deal with error recovefy, Abu-Hamdan et al.
presented an overview of the subject of error recovery in a manufacturing system
which includes uncertainty and types of errors, the sensory system and their
integration with control system, and the application of Al techniques
f’Abu-Hamdan et al., 1990]. In addition, another point of view was that the
characteristics of error recovery in a manufacturing system weré different from
recovery for a single compone'ﬁt, difficult to enumerate, and more than just

replanning [Moon et al., 1989].
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In regard to these characteristics, research interest has been in the areas of
error classification, error detection, knowledge representation, reasoning,
diagnosis, recovery procedure generation, and intelligent error recovery. Failure
analysis using fault tree is commonly applied in error recovery. Examples can be
found in [Srinivas, 1977], [Kokawa ct al., 1983}, {Hassapis et al. 1987], [Chaar,
1990]. Knowledge based systems are another popular technique utilized in error
recovery such as [Gini & Gini, 1983], [Lee et al., 1983], [Freyermuth, 1992},
[Borchelt et al., 1994]. Other techniques and tools have been dev'eloped to deal
with error recovery: augmented program [Smith et al.,, 1992), reconfiguration
[Adlemo et al., 1992], dynamic rescheduling [Tsukada & Shin, 1993], and Petri
nets [Tafari, 1990]. Knowledge representation plays an important role in the
diagnostic stage of building the error recovery module. In addition to using
knowledge bases, several approaches have been proposed: fault-tree analysis'
[Narayanan et al., 1987], scheme-base representation {Kumaradjaja et al., 1989],

and linguistic modeling [Tam, 1989].

However, to design a control system with recovery ability for large discrete
event systems like manufacturing systems requires not only error recovery
techniques but also 4 complete er.rm" recovery module which can be embedded
into control software. From the implementation point of view, the development
‘of the error recovery module attempts to bridge the gap between control software
and error recovery techniques. The methodology proposed in this paper includes
a knowledge representation scheme using grammatical rules. This methodology
does not intend to develop new recovery technique, instead it focuses on the
representation required to integrate the error recovery module with control
software. In particular, a knowledge acquisition and ‘reasoning procedure is
presented to deal with errors across control levels. A hierarchical manufacturing
system is used as a target environment. A structure of the error recovery module

is briefly discussed to support the development of this method.
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Structure for the error recovery module (ERM)

The main purpose of building the error recovery module is to: 1} monitor
task execution, 2) detect errors, and 3) provide diagnostic advice and gen_era_te'
recovery procedures. The ERM consists of an eIT0r Preprocessor, a. recovery
procedures generator, and an interface. This paper focuses on the detail of the

Preprocessor.

The error preprocessor is the. first component of ERM On- 11ne error
preprocessing is the key to the error recovery module. The error preprocessor
enable the ERM to detect various errors based on the attributes of the tasks along
with sensory information. The Preprocessor utilizes expertise provided by the
knowledge base to assist in error detection. In the knowledge base, it stores
several grammatical rules converted from the task list. The error preprocessor
consists of four major components: 1) the task-execution monitor, 2) the error

parser, 3) the error detector, and 4) the knowledge base.

Basically, the task-execution monitor receives a list of tasks and sensory
inforination requested by preconditions or postconditions of the tasks specified
by the execution module. The values of sensory information are then passed to
the error parser to compare actual sensory values with desired values. The error
detector is responsible for interpreting these comparisons to detect and report
possible errors based on a series of inference processes supported by the
knowledge base. In case mul_tiple errors are detected simultaneously, the priority
of recovery from errors should be decided by the detector with the assistance of
the knowledge base. The output of the error detector is then transferred to the

next component of ERM: the recovery procedure generator.

Whenever an error is detected, the recovery ~procedure generalor is
responsible for generating recovery procedures if no suggestion of cerrecting
action is provided by the knowledge basc. Based on the error situation, the
generator performs the following: 1) select appropriate built-in recovery
procedure to execute, 2) generate modified or new recovery procedures, and 3)

update information for the purpose of error prevention. These three activities are



141

performed based on the recovery techniques discussed in Section 2, attribute of
execution task, and degree of recovery. The task attribute and recovery degree

are described in next section.

Knowledge representation

I. Errors classification

To detect errors adequately, clear classification of error types is a critical
step. However, literature review shows that there is very little description of
what types of errors related to controller task execution will occur in
manufacturing environment, Typical cases of errors discussed in previous works
were machine failure, tool breakage, deadlock, software error (programming
error), and human operation error. However, actual errors occurring in a
manufacturing system.are far more complicated and variant, which makes the

classification of errors difficult and confusing.

The more error categories defined, the more corresponding detection
‘methods are required. For example, several situations may occur in terms of
"collision" category, such as collision between machine and part, and thét
betﬁecn machine and machine. In this case, there should be different recovery
procedures for each kind of collision. Current error classification has no apparent
connection with the corresponding detection method for each error category.
Details of error detection processes need to be well defined. To avoid complex
detection processes, the solution is to classify errors as simply as possible. The
purpose is to simplify knowledge represcntatioh and the process of geﬁerating

recovery procedures corresponding to certain errors in the later stage.

Another concern is that current error classification treats error recovery as
an independent activity for which no connection with the controller was
provided. The classification of errors needs to reflect the attributes of controller
tasks. Due to the variety of manufacturing devices, it is difficult to list all

possible errors, and it may not be realistic to make manufacturing systems
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capable of identifying and recovering from all errors. Also, the cause of some
errors is mnot aiways obviously analyzed for diagnostic use, and the extent tn:
which error can be detected and identified is based on several factors such as
system configuration, cause-effect knn'wleldge, and cost. Therefore, it is helpful’
to classify errors in a simple and generic manner that makes detection of

execution errors generic and controller-task oriented.

Since the input of the ERM is a list of controller tasks specified by the
execution module, the attributes of controller tasks are first addressed. The
attribute of a controller task is either message passing (no equipment operation
involved) or operating equipment (p_hj(sical operation involved). A controller task
is associated with its preconditions and/or postconditions which describe
controller's sitnations before and af_tef task execution respectively. Standing at
the current state, the controlier is expected to move to the target state if the task
is completely executed. Errors may occur 1) before or 2) during the task
execution. Eirors occurring before task execution indicate precondiﬁons of the
task are not satisfied as requested, while those occurring during task execution_
show postconditions of the task are not achieved due to the task failure. To deal
with execution error, therefore, two simple categories of errors are classified as

preconditizn error (precondition unmatched) and task error (postcondition

unmatched) These two error categories reflect the situations described above.
This taxonomy offers a transparent classification of errors which is probably
detected during execution of controller tasks. In this manner all error types -
described by other researchers can be characterized as cither precondition errors
of task errors form the controller's standpoint. In this manner, at each level's
controﬂer, the categories and definition of these two errors are similar and listed

as follows:

a. precondition error: when the evaluation valuc of the precondition of controller
task is false.
" b. task error: when the evaluation value of the postcondition of coniroller task is

' false.
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II. Grarﬁmatical rules

Modeling knowledge about the failure behavior or malfunctions of a
manufacturing system is a critical step of developing the ERM for shop floor
control.  The knowledge base in the error preprocessor provides not only
knowledge required for error detection but also that required for the following
recovery procedure generation. In general, the knowledge base includes the
attributes of the tasks, desired sensor value, and domain expertise (e.g., error
symptoms, possible causes of a symptom, etc.). Modeling knowledge of errors in
a computer integrated manufacturing system is important for error detection and
subsequent diagnostic activities required to recover this system from errors. To
avoid further manufacturing systems slowdowns, the development of knowledge
i'epresentation and reasoning about errors should provide a simple way of
detecting errors, locating error source and determining appropriate recovery

procedures.

Examples: An equipment controller of a robot has a controller task:
Pick_up_part. Then, the required knowledge may include the

following information:

1) attribute of task: operating equipment.

2) domain expertise(can be represented as a fauli-tree){Lec et al. 1983}]:

Pick _up_part -- location error - feeder empty or jammed

-- part defective

-- approach error -- collision with part
-- missed part

-- grasp etror - no part

- several part

The domain expertise in the example described above shows error types and
possible causes for the task (Pick_up_part). However, no predefined recovery

procedure is reported by this domain expertise. In this case, the knowledge
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representation scheme should provide the ability of updating knowledge for use
in the subsequent stage whenever recovery procedure is ava:ilab.le:.In' order to
build the knowledge base, knowledge representation and reasoning.about errors
are expécted to be clearly and easily .connected with the controller tasks and
sensory information in which normal situations are defined. From a practical
standpoirit, a transparent knowledge representation and reasoning appreach will
easily detect errors and generate suitable recovery procedures that enables the.
controller - to have: the ‘capabi-lity of error recovery. Usually, parameters of
knowledge representation determine the degree of difficulty in reasoning which
influence the process of detection and gencration, The number of parameters of
-knowledge representation of errors should be simplified but made generic enough
to represent all possible cases. As a consequencé, the result of reasoning about
errors will enable the system ‘to detect error type, locate error source and.

determine proper diagnostié advise in an effective manner.

All of the knowledge representation schemes discussed in previous work
represent error knowledge in different formats, and provide some ways of
reasoning - about errors to produce diagnosis actions. However, for c_lifferept
domains 'of manufacturing systems, specific parameters required to build
knowledge reiaresentation schemes are not well-defined which makes the
knowledge acquisition process complex. Furthermore, in a system consisting of
large amounts of components, using methods such as fault tree analysis increases

the problem of complexity.

Due to the structure of the ERM and the role of the knowledge base in the
error preprocessor ‘described in this paper, knowledge Trepresentation and

reasoning should consider the following factors:

1) Parameters required by knowledge representation should reflect error

classification which has been previously defined.
2) Recovery procedures should reflect the attributes of the controller tasks.

3). A formalization of knowledge representation and reasoning is required to
cover different levels of controllers and different classes of controllers at the

same level in order to simplify the process of detection and generation.
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In order to establish the knowledge base, the following assumptions are
made: 1) the number and the types of required sensors are known, 2) symptoms
and their possible causes are predefined (failure reason analysis such as: there
are 26 possible causes of tool breakage [Moon et al. 1989]), and 3) preconditions
and postconditions of the controller tasks are predefined. To simplify knowledge
representation and to avoid the expamsion of knowledge base, a formal
representation of grammatical rules is presented. These grammatical rules have

the following format:

z

TE-— POT; SR,

UE—-UMT, SR, (only for workstation and shop level)
where
PE: precondition error,

TE: task error,

UE: unéolvable or external error,
| PRT;: precondition iof task j (défault is TRUE),
7 POTy: lpostcondition i of task j (default is TRUE),

UMT,: unsolvable or external error message of task r received from
the next lower level,

SR:semantic routines associated with specific grammatical rule,
i=1,2,...a (i is the number of precondition),
j=1,2....b (j is the number of controller task), and

k=1,2,...c (k is the number of semantic routine).
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This format ;)f grammatica.l rules fqrﬁuilizes :.ahd‘ simplifies the knowledge
‘representation by concentrating on the controller t:i'_Sk_S ‘and 'their atiributes. These
_rules can be rapidly created as long as .a.ssumpti,or,is‘:are.matched and domain
_expertise is pi’dvided in advance. For example, to represent. grasp error if gripp;er'

is not open, the fault-tree of "pick_part" shown 1n previous section can be
translated into grammatical rules as follows: ‘

E—— PRT, SR, (PE is a grasp error) . .
TE—- POT,, SR,
whete

PRT,,: gripper_open for pick_part,
POT,,: part_in_intermediate_position for pick part, -

SR;: {report _precondition_error, :
repori_possible_cause_is grlpper broken},

SR, {report_task_error, R
suggest_ Tecovery_ procedure modlfy program}

The first rule represents a precondltmn error- 1f "grlpper open” is false and

the semantic routine reports error and: poss1ble cause the second rule indicates a

task error if “part_in processmg_posmon is false and the semantic routine

reports error and suggests a recovery procedure of ; modlfymg program. An
example of grammatical rule for external or unsolv_ab_lq ler.ror is:

UE—-UMTI

" SR3 (in workstation lével'é-OntIOII'er)
where ' '

UMT,: can be an unsolvable message about task 1 of the equipment
level controller, and .

SR3: { system_reconfiguration, operator_intervention }.
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Each semantic rdutine may have several subroutines based on knowledge
acguired at the stage of 'buiIding these rules. Possible subroutines are reporting
-error, identifying cause, and .suggesting recovery procedure, Since the
-grammatical rules are créated through user interface for domain expertise, they
are viewed as a static kﬂpwledgé representétion. A semantic roumtine may be
empty if the acquired kﬁ‘owl’edge- cannot afford information about a specific
error, For example, there are undetected errors due to 1)} sensors are not enough
and 2) some errors are-not significant at specific time peribd. In this case,
additional condition ch_ecl‘('ing.- and semantic routines will be dynamically and
incrementally appended by updatiﬁg the knowledge base through the interface of
the ERM. S :

1. Generating Grammatical Rules from the task Fist

Procedure Grammét_ical-Rule-Convetsion
1) Read the input from the task list.
'2) For a controller task in the task list, find its attribute and label this attribute,

3) Record preconditions, posfconditions, and built-in recovery procedures.
4) Create the task table.

5) Create the rules for precondition errors.

6) Create the rules for task errors.

7) Create the rules for unsolved errors,

8) Repeat step 2) to 7) for neXt_' task.

The major purpose of this pr‘bcedure is to retrieve values of three parameters
presented in previous.section from the 'task list. In this procedure, a task table
inctuding parameter values of tasks is used as an intermediate representation and

each task is represented in the foilowing format:

# task_name task_attribute.
* condition_checking :

recovery_procedure recovery_degree
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recovery_procedure récovery_degree

To use the task of "grasp" as an example, results are shown as follows: ~ -

Task: grasp
attribute: Operating equipment
prcconditibn: gripper_open
recovery procedure: recheck_message, recovery_degrec=1
. open_gripper, recovery_degree=2
replace_gripper, recovery_degree=3

report, recovery_degree=4

And, information about "grasp" in this task list is enumerated in the task

table and converted into grammatical rules stored in knowledge base as follows:

Task table

# grasp t

* gripper_open
recheck_message 1
open_gripper 2
replace_gripper 3

report 4

Grammatical rules

PE—— (gi'ipper_open) SR { recheck_message(1l); -
open_gripper(2);
replace_gripper(?,);. |
report(4); 7

}
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Conclusion

A methodology for knowledge representation for the error recovery module
has been presented. The methodology can achieve the integration between error .
recovery techmiques and control software through its 'foryllalization and
simplicity. The error recovery module built by this process can be closely
connected with the execution module. Knowledge representation is based on two
types of errors and two attributes of tasks. Grammatical rules are used to create
the knowledge base shared by the error preprocessor and the generator. The
knowledge acquisition and reasoning procedures provide the ability required to

handle error situation across different control levels.
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